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Preliminary remarks 

The European Central Bank (ECB) has adopted specific rules and processes for the management 
of ECB documents and information. ECB documents and information are defined as any content 

- whatever its medium -, created or received, related to the ECB’s policies, tasks, activities, or 

decisions.1 

The rules for the sharing, keeping or destroying, and storing of ECB documents and information are 

set out in the ECB’s Business Rulebook (BRB). The BRB states that “[a]s soon as [ECB staff] create 

or receive ECB information, [they] have a responsibility to use and treat that information in 

accordance with the ECB’s rules and procedures” and “in order to document the decisions it takes, 

the ECB should keep valuable ECB information that it created or received (records); however, not all 

ECB information needs to be preserved. Information saved in DARWIN is retained or destroyed in an 

automated manner.”  

ECB information to be stored includes (i) evidence of business activities, decisions, transactions; 

(ii) information with future value, e.g. business, financial, legal, research and (iii) formal 
communication (between staff and external parties). Conversely, information should not be kept when 

(i) of short-term value; (ii) not required in the future; or consists of (iii) duplicates or copies, or 

(iv) drafts superseded by a final version. 

Until recently, the ECB did not consider the use of text and instant messages for “business purpose”, 

namely, for any activities that (directly or indirectly) enable the ECB to perform its tasks as provided 

for in the Union Treaties, the Statute of the ESCB and the SSM Regulation. In the course of 2020, 
while the majority of ECB staff was working remotely, the ECB introduced new tools, such as Signal 

and MS Teams, to facilitate communication and collaboration within the bank. However, all 

 
1    Decision ECB/2004/3 on public access to ECB documents defines ECB document as "any content 

whatever its medium (written on paper or stored in electronic form or as a sound, visual or 
audiovisual recording) drawn up or held by the ECB and relating to its policies, activities or 
decisions, as well as documents originating from the European Monetary Institute (EMI) and from 
the Committee of Governors of the central banks of the Member States of the European Economic 
Community (Committee of Governors)“. The ECB’s Business Rulebook defines ECB information 
as “Any content created or received related to the policies, tasks, activities or decisions of the ECB 
(including the tasks performed in accordance with the Union Treaties, the Statute of the ESCB and 
the SSM Regulation)”. 
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Given the high number of us working remotely, Signal has been approved
as an additional instant messaging tool on mobile devices for efficient
communication.

With the majority of us working remotely, it is essential to make communication
between colleagues as simple as possible. While WebEx and Jabber should remain
your preferred communication tool, and DARWIN your main document repository
system of ECB information, you may – as of now – also use Signal as a tool for
instant messaging and calls on your ECB or private mobile phone to discuss up to
ECB-RESTRICTED information. Please use only Signal on your mobile phone, because
it is end-to-end encrypted, which means that the messages you send and the calls
you make can only be read or heard by your intended recipients, and thus it
adequately protects ECB information. Do not use WhatsApp or other instant
messaging tools to share ECB information!

How can I install Signal?

To install Signal, please go through the following steps:

1. Make sure to use a sufficiently recent operating system version on your mobile
phone (at least iOS 10.0 on iPhones, or at least Android 8.0 (Oreo) or later on
Android devices). If your private mobile phone uses an operating system older
than the above, the installation of Signal will still be possible, but it should not be
used for the exchange of ECB information, given that the operating system might
be prone to severe security vulnerabilities.

2. Download Signal from the official market store – Apple Store or Google Play
Store – and open Signal. The application is free of charge.

3. Follow the on-screen instructions to complete the registration process, i.e.
entering your phone number and the verification code sent via SMS. You can
allow access to your contacts.

 

How can I use Signal?

After registering your phone number, you can start communicating securely with
other Signal users. Read here how to send a message.

You may use Signal on your private or ECB mobile phone, but not the Signal Desktop
application.

Need to send Instant
Messages? Use Signal, not
WhatsApp!
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Guidance on the use of the Instant Messaging function of Cisco Jabber - UPDATABLE.docx Page 2 of 2 
 

4. Do’s and Don’ts 

Do use Jabber: 

 for informal conversations 

 for short-lived business-related information 

 to quickly send links to documents in DARWIN 

 

Do not use Jabber: 

x for information with a long-term business value 

x to communicate sensitive ECB information (ECB-RESTRICTED, ECB-CONFIDENTIAL or ECB-

SECRET) 

x “Send a file” option to exchange documents containing business-related information (business 

documents should only be saved in DARWIN). 
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Governance of MS Teams 

1. Purpose of Teams 

Microsoft (MS) Teams serves multiple purposes, including allowing users to chat and make calls with 

seamless integration with MS Outlook and to facilitate collaboration in context, e.g. in a project, a 

Committee, a Joint Supervisory Team or for ad-hoc collaboration. It is also a binding element which 

allows diverse applications and services (messaging, meetings, calls, DARWIN, digital whiteboards) to 

be used within the same context and user interface. 

MS Teams will be used to collaborate with other users within the boundaries defined by the Business 

Rulebook and in conjunction with other ECB systems such DARWIN, ASTRA1 and the Intranet. 

Use of terms in this document:  

- MS Teams will be used to refer to the application; 

- Chat will be used to refer to the private chat functionality one to one or one to 

many (second icon from the top); 

- Team(s) will be used to refer to a Team workspace created in MS Teams (third 

icon from the top); 

- Team channel will be used to refer to the channels created inside a Team; 

- Calls will be used to refer to the communication functionalities of MS Teams, 

namely Call and Video Call (5th icon from the top); 

- MS Team meetings will be used to refer to meetings scheduled using the 

Calendar functionality (4th icon from the top) or the MS Outlook integration.  

This document assumes the following configuration settings: 

o Simple integration with DARWIN 

o Guest access is not allowed 

 

 
1 ASTRA is the platform used by the European Central Bank (ECB) to exchange documents with external (i.e. 

non-ESCB/SSM) institutions and partners 
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2. Roles and responsibilities in MS Teams 

2.1 ECB users 

All ECB users can use MS Teams functionalities across Business Areas and can request the creation 

of a Team via the IGAM Portal (https://igam.ecb.de). 

Any ECB user can create Chats to discuss information with other users or several users, use the Calls 

functionalities and schedule MS Teams meetings (meetings can be scheduled with both ECB and 

non-ECB users, just using the email address of the participants).  

2.2 Non-ECB users 

In MS Teams there are two modalities of access for non-ECB users, each modality has different 

features. 

External access  

External access allows an entire external domain (e.g. a whole central bank, institution or company) to 

find, call, chat, and set up meetings in Teams. The list of domains to be federated will be pre-defined 

and additional domains can be added on a case by case basis via normal IT change2. In this case, 

communication with external users would be limited to chats and meetings (i.e. not possible to be 

members of a Team).  

Guest access  

Guest access provides the possibility for non-ECB users to be invited to collaborate in Teams and 

channels. Due to security concerns by default new Teams will be created with no guest access. 

Guest access is under further investigation and might be introduced in subsequent releases3.  

ECB users can be invited as Guests in the MS Teams tenant of other institutions. When collaborating 

in non-ECB systems, ECB users should be particularly aware of the limitations to share information set 

out in Section 3.4 of the Business Rulebook4. 
  

 

 
2 This feature is not active yet 
3 Annex 1 details the use cases under investigation 
4 Business Rulebook (BRB.3.4) available at: 

https://intranet.ecb.europa.eu/Interact/Pages/Content/Document.aspx?id=3414    
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3. Team creation  

3.1 Team request 

Any ECB user can request via IGAM portal (https://igam.ecb.de) the creation of a Team using a 

request workflow. The requestor will select the division or service owner and provide a number of 

elements that define the Team:   

- Description of the Team 

- Confidentiality classification (maximum level of sensitivity of information exchanged in the 

Team) 

- Definition of Team as public (anybody can join) or private (users need to be invited). Public 

teams should only be requested for sharing up to ECB-UNRESTRICTED information.  

- Guest access (by default no Guest access until use cases are clarified, see section 2.2 

above) 

- Link to DARWIN workspace in which documents will be saved (ideally this should trigger the 

creation of a tab in the team that links to that workspace) 

- Applicable template (a number of templates will be offered for different pre-defined use 

cases) 

- Owning organisation: the division, section or service that will be responsible to 

approve/review the access.  

3.2 Request for access 

ECB users can request access to a Team via the IGAM portal (https://igam.ecb.de) (IGAM>Request 

Access>Request for Self).  

3.3 Team ownership and approval  

The owning organisation will be defined in the request to create a Team. The following responsibilities 

will be performed by this role: 

- Verify and approve membership, including the follow-up process of recertification of 

membership; 

- Update Team name and description; 
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Third-party apps: 

• Miro (Digital Whiteboard) 

4. What type of information can be shared? 

Business information up to ECB-CONFIDENTIAL can be shared within MS Teams chats and Team 

channels, and orally in meetings. The rules for accessing and sharing information contained in Section 

3.4 of the Business Rulebook5 also apply to exchanges of information via Teams, chats and meetings 

(e.g. If necessary, obtain prior traceable approval before sharing).  

MS Teams chats, Team channels and meetings should not be used for the sharing of personal data 

(including special categories of data6). 

4.1 Sharing documents in MS Teams 

The standard way of sharing documents in MS Teams is by sharing links to documents in DARWIN, in 

line with the Business Rulebook, BRB 3.37. Users can temporarily share documents as part of a Team 

channel conversation or in a Chat (e.g. initial sharing of early draft, sharing of a document for a quick 

check and to allow co-editing of the document). In order to avoid the creation of new silos and 

repositories, documents in Chats and Teams are considered as convenience copies and as such 

subject to a 7 days retention period counting form the creation date. Documents that have a longer 

business value must be stored in DARWIN where they will be managed according to the relevant 

policies.  

4.2 SharePoint and OneDrive 

SharePoint and OneDrive for Business are used in the background of MS Teams to store documents 

exchanged in Teams (SharePoint) and in Chats (OneDrive for Business). In order to avoid the creation 

 

 
5 Business Rulebook (BRB.3.4) available at: 

https://intranet.ecb.europa.eu/Interact/Pages/Content/Document.aspx?id=3414  
6 Regulation (EU) 2018/1725 (EUDPR) sets forth the rules applicable to the processing of personal data by EU 

institutions, bodies, offices and agencies which are in line with the high data protection standards established 
in the GDPR. 

7 Business Rulebook (BRB.3.3) available at: 
https://intranet.ecb.europa.eu/Interact/Pages/Content/Document.aspx?id=3413  
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of parallel repositories, both systems will only be accessible from Teams. In line with the above a 

retention of 7 days will be applied to any documents that are stored in those locations. 

4.3 Integration with DARWIN 

Integration with DARWIN (simple integration) uses the standard add Website app in MS Teams. In this 

way Teams can be connected to one or several DARWIN workspaces or documents adding the 

DARWIN URL. The URLs are shown as tabs (see figure below) and can be opened by clicking on 

them. 

 

From the tab users are able to perform basic DARWIN functionalities like browsing, open and edit 

documents, copy links, etc.  

5. Expiration and retirement of MS Teams 

Teams are regularly monitored so that unused teams are retired (archived and/or deleted). An 

overview of active Teams and their owners should be available to IGO for follow up actions. 

The owning organisation will have to confirm every year that the Team is still in use and that 

membership is correct (recertification).  

If a Team has not been used for a year it will be archived (with prior notification to the owning 

organisation). Once a Team is archived it will be retained for 6 months and then deleted with all its 

content.  

In the view of monitoring this process, regular reports on deleted/to be deleted Teams and adequate 

reporting capabilities should be available to DG-SE/IGO.  

6. Retention of MS Teams 

The standard retention is different for different elements in Teams: 

- Team conversations and chats: deletion after 1 year  

- Documents uploaded to a Team channel (stored in SharePoint): deletion after 7 days 

- Documents uploaded to a chat (stored in OneDrive for Business): deletion after 7 days 

- Team is archived after 1 year inactive and deleted after 6 months. 
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7. Support and maintenance of Teams 

[pending definition of the operating model and business ownership] 

In this section we will define the roles that will be in charge of providing support to users with 

functional questions on how to use the system and also who is going to maintain the Teams, i.e. 

ensure that unused Teams are either archived or deleted and that owners have done the regular 

recertification/reconciliation of Teams and groups, retention is correctly applied and executed, etc. 

Drawing reports on owner and member changes, recertifications and renewal activities logged in the 

system, user access, user activities, tasks and approvals will be relevant for this function.  

Guidance on use of Teams is available for users in the dedicated intranet page.  

8. Miro – Digital Whiteboard 

Miro is an online collaborative whiteboard platform integrated with MS Teams to allow Teams to 

collaborate and be more creative. 

Information up to ECB-CONFIDENTIAL can be created and shared in Miro.  

It is the responsibility of the Whiteboard owner to control that the right users have access to the right 

information according to the rules for accessing and sharing information contained in Section 3.4 of 

the Business Rulebook8. The owner is also responsible for capturing the relevant content of the 

whiteboards in DARWIN and delete it as soon as it is no longer needed in Miro.  

Miro whiteboards should not be used for the sharing of personal data (including special categories of 

data9). 

 

 
8 Business Rulebook (BRB.3.4 https://intranet.ecb.europa.eu/Interact/Pages/Content/Document.aspx?id=3414  
9 Regulation (EU) 2018/1725 (EUDPR) sets forth the rules applicable to the processing of personal data by EU 

institutions, bodies, offices and agencies which are in line with the high data protection standards established 
in the GDPR. 
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